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HACK IN PARIS - CYBERSECURITY CONFERENCE, Edition #11
IT SECURITY EXPERTS & PASSIONATE

PARIS, 13.07.2022, 08:45 Time

USPA NEWS - Hack in Paris is a Steadily Growing Event, gathering each year IT Security Experts and Passionate, in the French
Capital. In a Dedicated Environment, Attendees can really understand the Realities of Hacking and the Consequences that Companies
are facing. It offers during 5 Days, a High-Quality Program dealing with High End IT Security, Industrial Espionage, Penetration
Testing, Physical Security, Forensics, Malware Analysis Techniques and Countermeasures. 

Hack in Paris is a Steadily Growing Event, gathering each year IT Security Experts and Passionate, in the French Capital. In a
Dedicated Environment, Attendees can really understand the Realities of Hacking and the Consequences that Companies are facing.
It offers during 5 Days, a High-Quality Program dealing with High End IT Security, Industrial Espionage, Penetration Testing, Physical
Security, Forensics, Malware Analysis Techniques and Countermeasures. 

A Security Hacker is Someone who seeks to Breach Defenses and Exploit Weaknesses in a Computer System or Network. Hackers
may be motivated by a multitude of reasons, such as Profit, Protest, Information Gathering, Challenge, Recreation, or to Evaluate
System Weaknesses to Assist in Formulating Defenses Against Potential Hackers.

- The Techniques can be as follow :

* Vulnerability Scanner
* Spoofing attack (phishing)
* Password Cracking
* Trojan Horses
* Computer Virus
* Brute-force Attack
* Social Engineering
(...)

- June 30th, 2022 Conference Themes :

* Offensive Hunting - Using Blue Team Techniques in Red Team
* Biohacker: The Invisible Threat
* NetflOSINT: taking an Often-Overlooked Data Source and operationalizing it
* Data Loss Prevention and Azure Information Protection Deep Dive – how really secure we are?
* "I know what your 'Microsoft Mainframe' did last Summer!.." HacKtive Directory Forensics
* PINATA: PIN Automatic Try Attack
* Why React Applications get hacked in the Real-World
* If Descartes Applied Counter Deception in Cyberspace: Meditationes de Prima Philosophia

- July 1st, 2022 Conference Themes :

* Strong Story to Tell: Top 10 Mistakes by Administrators about Remote Work
* Exploiting Volatile Memory Analysis Challenges for Fun & Profit
* OPSEC - The Discipline of the Grey Man
* Weaponizing Rsync 0Day Vulnerability
* "Down the Rabbit Hole: A Journey towards a Weakness in Chrome & a new Hacking Technique"
* Maintaining Reliable Systems: How to minimize Incident Impact? Zoom in on Incident Management and Postmortems.
* Cyber Experts trapped: 5 Misconceptions. How to expand your Mind to thrive, without Mushrooms or Yoga
* Countdown to Y2Q - Quantum Readiness for Enterprise



- Workshops: June 30th - July 1st, 2022

* Break into Barbie's IoT Mansion by SysDream
* Hack a Nuclear Power Plant and blow up Production Tanks
* MalDev for Dummies
* Mobile Hacking for Android
* Mobile Hacking for iOS
* Offensive Forensics: Cleartext Credentials on Windows

- Trainings: June 27 - June 29, 2022

* Advanced Red Teaming: Weaponization & Adversary Simulation
* Hacking Android, iOS and IoT apps by Example
* Physical Pentesting 2022
* RF Hacking of Gate Openers & Rolling Codes
* Advanced Malware Hunting
* Cloud Security Masterclass: Defender's Guide to Securing Public Cloud In...

Source: Organized by Sysdream
11th Edition of "Hack In Paris 2022" took place from June 27th to July 1st
@ Maison de la Chimie - Paris.
From June 27th to 29th: Two or Three Days of Training Sessions
June 30th and July 1st: Conferences & Workshops
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